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Robustness: is the ability of a system to continue to operate correctly across a wide range of operational 
conditions in an uncertain or changing environment.3

Resilience: the capacity to prepare for, respond to, and recover from the impacts of hazardous climatic events 
while incurring minimal damage to societal wellbeing, the economy and the environment.4 While there is no 
standard definition of resilience, it is an agenda shared by actors concerned with threats to development, 
whether financial, political, disaster, conflict or climate related.5

3 Moazami et al., ‘Towards Climate Robust Buildings’.

4 Mehryar, ‘What Is the Difference between Climate Change Adaptation and Resilience?’

5 Sturgess, ‘What Is Resilience?’
Comic by Betje	
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Stakeholder engagement 
System to be tested

•	 Setting the scope and the boundaries of the system
•	 Understanding the importance of the system at risk
•	 Identifying the expertise needed to achieve results
•	 Representing the system in a model

A project plan

Baseline model/overview 
of the system under 
current conditions

Baseline model

•	 Identifying critical hazards
•	 Mapping historical stressors
•	 Constructing a range of future scenarios
•	 Selecting the scenarios to be used for the test
•	 Documenting how the scenarios were constructed

Scenarios with key shocks 
and stressors for the test

Identifying  
the stressors

Scenarios to be used

•	 Running future scenarios in the system model
•	 Identifying vulnerabilities and exposure
•	 Evaluating the frailties of the system: stress points
•	 Evaluating the scope of for change in the system
•	 Fisrt ideas of possible adaptation solutions

Baseline system’s robustness: 
stress-points

Stress testing

Frailties of the unit analysis

•	 Developing adaptation solutions
•	 Integrating the solutions into the model
•	 Assessing the resilience and potential outcomes 

under the stressed conditions
•	 Determining which solutions/strategies are 

more robust/resilient

Adaptation solutions/
resilience strategies

Adjustment and refinement 
of the model

Exporing solutions

Adaptations solutions

•	 Interpreting results
•	 Presenting to stakeholders
•	 Translating outputs into a form the is useable 

for decision-making processes
•	 Summarizing and communicating next-steps

Conclusion and 
recommendations

Reflection and 
sense-making

Similar to step 3. Re-running the 
test as many times as necessary 
with various potential solutions

1

2

4

5

3

Input: ComponentsComponentsWhat is 
needed to do 
this activity?

Output:

What comes 
out of this?

•	  
•	   
•	

•	  
•	
•	  

•	  
•	  
•	  

•	  
•	  
•	  

•	  
•	  
•	  

•	  
•	  
•	  

•	  
•	  
•	

•	
•	
•	  

ObjectiveObjective

Framing the 
problem and 
defining the 
system

This is an 
exploratory 
exercise to identify 
where and how 
potential impacts 
may put excessive 
stress on a system. 
It is envisioned as a 
flexible and 
generally 
applicable guidance 
tool; you can select 
where to begin the 
process and choose 
the methodologies 
that best adapt to 
your context. By 
understanding how 
the system 
performs under 
stress, the user can 
make informed 
decisions about 
necessary 
improvements, 
enhancements, or 
contingency plans. 
Ultimately, stress 
testing equips the 
user with the 
knowledge to 
enhance the 
system’s 
robustness, 
ensuring it can 
maintain 
functionality and 
recover quickly in 
the face of adverse 
events, thereby 
reducing the risk of 
significant 
disruptions.
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 APPROACH AND METHODOLOGY
 2.1 	 Framing the problem and defining the system 

PART 2 is divided into two steps. The first aims to define the scope of the system that will be 
stress tested, and its critical functions. The second seeks to identify the system’s components  
and how they interact with risk to determine what constitutes failure.

This Section will help you to:This Section will help you to:

Use this section if:
- You know the system you want to 

focus on but have not defined the 
boundaries

- You are ready to bring the key 
stakeholders together for a 
scoping session

- You don’t have yet an overview of 
the system under the current 
conditions

•	 Understand the importance of the system at risk.
•	 Define the scope of the assessment and unit of analysis.
•	 Identify the elements to represent the system (graphically, 

schematically or in a modelling environment).
•	 Define the situations which constitute “failure”.
•	 Set the standards of resilience that the system must meet.

System/programme to be tested 
Data collection 
Stakeholders engagement

A project plan with clear definition of 
the purpose of the assessment, the 
unit to be tested, the scope and 
what is needed to perform the test. 
You will have a baseline model of the 
system under its current conditions. 

1

Input: Output:
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Options to build the system’s model 

1. Basic: 

Schematic Models  
(Excel, flow diagrams – 
storylines).

2. Moderate:

�System Mapping 
Academy, System 
Mapping Toolkit. A guided 
process leads you 
through the different 
stages of your mapping, 
with  
pre-designed templates 
(in Miro).

�Kumu, free software to 
build systems maps.

3. Elaborate: 

�System Dynamics Tools, 
includes a list of different 
software and open-
source resources to 
building dynamic system 
models.

Think back to Margaret’s case from the beginning of this guide. What would 
happen if she applied the steps in this guide to her situation?

Will she start thinking about how many tomatoes would be the minimum yield?

Would she have to go to the supermarket to see what tomatoes cost and calculate 
if buying a tarp is worth it? How would she put all this information into a model?
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 2.2	 Defining the stressors 

This Section will help you to:This Section will help you to:

Use this section if:
- You have a baseline model
- You have enough data to start 

constructing scenarios

•	 Identify critical hazards and risks in the study area using a compound 
risks approach.

•	 Map historical stressors to develop impact chains.
•	 Construct a range of future scenarios (Ideally 3-5) with different levels 

of risk and uncertainty.
•	 Select the scenarios to be used for the test

Baseline model

You will have developed a range of 
scenarios from key shocks and stressors 
and selected the ones for the stress test. 
You will also have a document of how 
these scenarios were constructed and 
the choices behind each decision.

2

Input: Output:
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Example 1: Critical infrastructure resilience assessment – using UNDRR to identify cascading risk scenarios.

Unit of analysis: 

National level infrastructure 
resilience across seven 
critical sectors, oil and gas, 
energy, transportation, 
telecommunications, water 
and wastewater, education, 
and health.

Objective: 

To assess the capacity of 
disaster risk management 
systems to mitigate, respond 
to, and recover from natural 
disasters (e.g. earthquakes, 
floods, hurricanes) under 
increasingly extreme and 
unpredictable conditions.

Methodology: 

Participants were tasked 
with scoring the potential of 
hazards to disrupt critical 
infrastructure functions 
including the distribution of 
electricity and the 
transportation of people and 
goods. The exercise also 
assessed the impact of these 
disruptions on the country’s 
economy and society.

Example 2: Humanitarian project stress test in Burkina Faso.

Unit of analysis: 

Food production project in 
rural Burkina Faso, 
implemented by the ICRC. 

Objective: 

Test whether the initiated 
project is robust to 
various possible climate 
scenarios in the future  
(by 2050).

Methodology: 

A workshop helped staff 
explore the available 
projections in a storylines 
narratives format, 
focusing on the 
implications for the 
project itself. The 
potential climate change 
scenarios were 
communicated through 
creative outputs (e.g. GIF, 
overlay image).

Output:

Workshop, visual 
materials, filled 
worksheet (see below).
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 2.3 	 Stress testing

This Section will help you to:This Section will help you to:

Use this section if:
- You have identified the risks and 

stressors
- You have chosen the scenarios to 

be used for the stress test

•	 Evaluating the system baseline against the different 
 future climate scenarios 

•	 Identifying exposure and vulnerabilities
•	 Identifying critical stress points to the shocks and stressors  

in the defined timeframes
•	 Evaluating the frailties and robustness of the system 
•	 Scoping the adaptive capacity or space for change in the system
•	 Coming up with the first ideas of possible adaptation solutions

Scenarios with key shocks and 
stressors for the test, including 
worst case scenario. 

A critical evaluation of the resilience 
of the baseline (current conditions) 
of the system against each scenario. 
Identifying the stress points will 
allow for first ideas of adaptation 
solutions to emerge.

3

Input: Output:
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Key performance indicators (KPIs) are used to 
measure performance or development based on a 
particular organisation’s goals and objectives. They are 
relevant across different departments and, therefore, 
useful for strategic decision-making as they only track 
information pertinent to the organisation’s strategic 
choices.

The process can begin by evaluating the system’s baseline 
against the selected future scenarios. 

Each scenario examines which parts of the system are most at 
risk from the identified hazards. Once the most affected and 
vulnerable areas are identified, it’s important to set priorities. 
This can be done by ranking the different parts of the system 
based on how likely they are to fail and how big the impact 
would be.

Next, a detailed analysis of the most critical and vulnerable areas is 
done. This helps to understand which factors or inputs have the 
most significant effect on the system’s outcomes.

This process identifies the system’s weak spots, or “stress points,” 
where it could break down or fail. These stress points might be 
high-risk areas, or particular steps in a process that are likely to fail 
under extreme conditions, such as those caused by climate change 
or other evolving factors.

To identify stress points within a system, it’s essential to focus on 
parts that are especially sensitive to change, as these are often the 
most vulnerable. Areas without strong backup systems or resilience 
mechanisms are more likely to struggle during disruptions, 
indicating stress points. It’s also important to check how quickly the 
system recovers from stress, as this offers insight into the system’s 
robustness. If recovery is slow or problems persist for a long time, 
these areas need extra attention.

Another important step is to look at how well the system can 
respond to risks. This means assessing its ability to adapt when 
faced with challenges and the scope for change or improvement 
within the system. Resilience is often measured by how well the 
system performs before and after an event, as well as how quickly 
it recovers.14 Together, these elements provide a detailed 
understanding of the system’s weak spots. The outcomes at this 
point should reveal whether additional data is required to refine the 
scenarios or improve the accuracy of the model being used. 

Finally, the initial identification of adaptation solutions can begin by 
focusing on the most vulnerable areas and those with the best 
chances of improvement. These solutions should aim to strengthen 
the system so it can handle future challenges and disruptions more 
effectively.

The following questions can serve as a guide to develop 
this section:

	• Which areas/systems/parts of the unit of analysis are  
most vulnerable and/or exposed to hazards?

	• What are the frailties of the system?

-	 Where are the stress points?
-	 What is the correlation between the system failure 

threshold of this test compared to the one identified for 
the baseline? Where and how are the defined KPIs being 
compromised?

-	 What is the robustness of the system in the different 
scenarios? Does the system have adequate redundancies 
or backups? 

-	 What is the level of adaptive capacity? How long does the 
system take to recover from failure? What is the capacity 
to mobilise needed resources and services under 
emergency conditions?

	• What is the scope for change in the system?

	• Is there any further data needed? 

Different methods can be used in the stress test 
process, each offering valuable insights. These include 
hands-on approaches like simulation exercises or 
multi-criteria evaluations, as well as remote or mixed 
methods like using scenario modelling. A combined 
approach can be particularly effective, mixing in-person 
workshops to gather ideas and review model results, 
while improving and expanding the analysis as you go.

A range of methodologies can be used to develop 
a stress test:

1. �Vulnerability 
and Capacity 
Assessment 
(VCA)

It can be used to 
identify which 
community members 
are most exposed,  
what coping capacities 
are available, and  
what initiatives can  
be undertaken to 
strengthen coping 
capacities and  
reduce risks.

Level of effort:

    

2. �Simulation exercises: 
workshops and 
stakeholder 
consultations

It involves creating real-time 
simulations of how each scenario 
unfolds to observe how systems 
respond to shocks. Stakeholders can 
be engaged in these exercises to test 
the robustness of infrastructure, 
governance, and social systems 
under pressure by contributing with 
their lived experience.

These are useful for gathering local 
expertise and validating findings. 
Participants reflect on model 
outputs, share insights, and help 
identify potential risks that models 
may overlook. These sessions are 
suggested as an iterative process to 
help refine and expand the stress 
test scenarios and adaptation 
solutions.

Level of effort:

    

3. Dynamic systems modelling (DSM)
It uses the baseline of the system model built previously in the 
chosen modelling environment to run through the range of 
scenarios and assess how the system responds to the various 
stressors within the defined timeframes.

Level of effort:

    

Input:

Output:

14	 Argyroudis et al., ‘Resilience Assessment Framework for Critical Infrastructure in 
a Multi-Hazard Environment’.

This section can be finalised by documenting a detailed outcome of 
the model for each of the different scenarios in terms of resilience/
robustness and their corresponding frailties. 

Keep in mind: 
When simulating 
each scenario, it 
is crucial to go 
through the 
process with a 
cascading or 
compound 
effects approach 
where one risk or 
failure could 
trigger additional 
failures across 
the system. 

Drawing from the 
impact chains 
developed in 
previous steps, 
reflecting on 
major past 
events also helps 
refine this 
analysis by 
asking what 
might have 
occurred if 
variables like 
timing or location 
were different. 
This helps 
attribute 
consequences to 
impacts in case 
of indirect or 
delayed impacts.

!
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Example: Policy stress test: social protection stress testing 

Unit of analysis: 

Social protection 
programmes.

Objective: 

Gauging national crisis 
preparedness. To evaluate 
the ability of social 
protection systems (e.g. 
welfare, unemployment 
benefits, or pensions) to 
respond effectively to 
extreme conditions such as 
economic crises, natural 
disasters, or pandemics. 
Identification of potential 
gaps/negative outcomes/
failure of the systems under 
various (compounding) 
scenarios.

Methodology: 

1. �Development of extreme 
scenarios (e.g. economic, 
social and disaster-related 
scenarios).

2. �Using economic models or 
participatory approaches 
to test the impact of these 
scenarios on systems, 
including variables such as 
influence on demand, 
funding shortage, 
government budget and 
ability to deliver. The 
scenarios were combined 
to simulate compound/
cascading/systemic risk 
situations.

3. �Evaluation of sensitivity: 
looking at which variable 
changes and scenario 
combinations had the 
most impact and under 
what conditions the 
system maintained 
satisfactory performance. 

Criteria tested: 

The tool assesses if a 
country can respond to just 
some shocks but not well, to 
some shocks well, to all 
shocks well, etc. showing a 
type of gradation from 0 to 
all to illustrate areas for 
improvement across a 
spectrum. 

Output: 

Policy recommendations and 
contingency planning. 
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 2.4 	 Exploring solutions

This Section will help you to:This Section will help you to:

Use this section if:
- You have stress tested different 

scenarios in terms of resilience/
robustness 

- You have identified stress points 
and frailties in the system

•	 Develop adaptation solutions, and translate its components into the 
modelling environment 

•	 Assess the resilience and potential outcomes for each solution under 
the stressed conditions

•	 Determine which solutions/strategies are more robust / resilient

Detailed outcomes from 
the stress test for each of 
the different scenarios 

This stage of the process will 
produce two different sets of 
adaptation solutions. The ones 
created as a result of the stress test 
and the ones that will be modified 
after they are stress tested.

4

Input: Output:
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 2.5	 Reflection and sense-making

This Section will help you to:This Section will help you to:

Use this section if:
- You have a set of adaptation 

solutions
- You have comparative metrics 

from the tested solutions
- You are ready to transform data 

into actions.

•	 Interpret results
•	 Map the outputs from the scenarios into a form that is usable for 

decision-making processes 
•	 Prepare to present to stakeholders and hold a sense-making 

workshop of the solutions/ strategy 
•	 Communicating next steps

Adaptation solutions or 
strategy

Conclusions and 
recommendations

5

Input: Output:
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